O steps to
secure Nome
devices &
mprove
oroductivity for
remote work




02

03
04

10

12

14

16

18

20

22
28

Contents

The nature of remote work
Office work vs remote work

Five remote work security and
usability challenges:
Connecting to an office network
Device security

Network security

Phishing and other cyber threats
VPN challenges

Five steps to secure devices and
improve productivity

Secure your network

Secure your devices

Secure your access

Protect from cyberattacks
Improve your productivity

henatureof
remote work

Modern security empowers employees and
companies to thrive in remote work.

Due to sudden global changes, remote work
became an essential part of a modern
enterprise. Forremote work and employees

to thrive, it's essential to ensure fast and secure
access to company data and resources.
Innovative rather than outdated security
practices are critical to support the new way of
work, where security empowers employees and
companies by enhancing productivity and
collaboration.

Remote work benefits:
Flexible hours

Flexible location
Work-life balance
Productivity
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06 The nature of remote work

[raditiona
office work

Access to data within a
corporate network perimeter

Access to resources based on
iInside or outside network
perimeter

Company data in mostly
on-premises

Access granted based on user
credentials that can be easily
compromised

4 .j.

1
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Requires a traditional VPN
when accessing resources
outside the corporate network
and risks network exposure

Connecting to a corporate
network to access resources
via a VPN is slow and
unreliable

When access fails, no
remediation steps provided;
needs help from IT and adds
additional cost

Security measures in place,
provided by the company
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Remote
WOrK

Access to data from outside of
the corporate network
perimeter

Access to resources from
anywhere

Company data in the cloud
and on-premises

Access granted based on user
iIdentity and access policies to
Improve security

o

No need for a traditional
VPN to access resources;
mitigates network exposure
risks

Fast and reliable access to
company resources on a
corporate network

When access fails,
remediation steps are
provided to fix access issues
immediately at no extra cost

Lack of security measures
due to BYOD, home
networks, lack of security
knowledge

09



-lve remote work

security
& usapllity
challenges

Despite the benefits of remote work, it can also
bring security challenges. Those challenges
span from the used technologies, user security
knowledge and awareness, and the
ever-increasing cyber-attacks. In many cases,
an attacker needs to compromise only one
device, with a phishing attack or exploit a
vulnerability in an unpatched system, to access
key resources in the company network. Such
events can lead to company network exposure
and eventually to data breaches.

1



12 Five remote work security & usability challenges

1

Con necting

toar

office

Nnetwork

Potential company network
exposure (if connecting

unknowingl|

y with a

compromised device).

Connectivity and speed
challenges taking a toll
on productivity.

2.

Device
security
challenges

Outdated device’s operating
system (OS) version is more
prone to known and
exploitable vulnerabilities.

Jailbroken or compromised
devices.

13

3.
Network
security
challenges

Lack of visibility into who's
accessing what set of
resources, using which devices
from where and how long.

Compromised devices can
“teleport” to the network.

Lack of remediation steps
upon failed access.

Challenges supporting
multi-cloud connection to
access resources.



remote work security & usability challenges

Five

ﬁishmg anao
ther cyper
threats

4
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Aims to steal personal data,
work or financial account
credentials, or any other
valuable data.

It appears to be sent from a
reliable source and usually
contains malicious links or
attachments.

This leads to clicking on links
that steal accounts credentials
or installing fraudulent
software.




16 Five remote work security & usability challenges

0.
VPN
challenges

VPNs do not enforce corporate device

security and compliance requirements.

VPNs expose company network by
providing access not only to an
intended resource but to the entire
company network.

VPNs do not support role-based
access.

VPNs don't protect from web-based
attacks such as credential theft,
phishing, drive-by downloads, or
malvertising.
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To enable secure and productive remote
work, provision employee owned devices
and shared home computers and securely
connect these unmanaged devices to the
corporate networks and applications.

Barracuda CloudGen Access helps to secure
and simplify access to any on-premises,
cloud, or hybrid app and workload and allows
secure access to company data from any
device or |location.

Compared to traditional VPNs, Barracuda
CloudGen Access enables you to achieve:

/0, 20,

Improvement  Reduced
on access access latency
flows

Omn O

Deployment  Visibility to all
remote access
requests
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L H = W) Wed09:19 Q @ =

CloudGen Access

OVERVIEW

Check now

CloudGen Access

X

ACTIVITY

today

v

12:55 PM
4 E T @ 4) 5080020

Access denied

You're not allowed to access Jira.
Read our notification for details.

@ Connect to a safe Network

@ Update iOS version

1
Secure your
devices

Ensure devices to upgrade to
the latest operating system
(OS) version to enhance
device security.

Block web-based attacks such
as phishing, malware,
ransomware.

BLOCKED

. /+\
doma”& 1 New Entries  §
Today at N >

A domain_237.ad.general.com
Sk Today at 6:02 PM
@ domain_122.ad.general.com

domain_94.threat.illegal.com
oday at 6:00 PM

A Aarmain 227 ad aenaral cann
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Secure your
network

Get insights into who's
accessing what resources,
using which devices.

Protect company networks
from compromised devices.

Provide easy remediation steps
due to access or posture policy
violations.

Easily support a multi-cloud
infrastructure to access
resources.
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3 Set role and attribute-based Ensure data privacy: your

' controls to grant contextual data-plane never leaves your
S access to trusted users and infrastructure.
ecure access socess

Q : Secure access without any
ﬁ - p re | | | S@S Gain total visibility into access ~ additional network latency.
a p pS activities, and mitigate risks.

9:41 all F (-

L& CloudGen Access now

Access denied

You're not allowed to access Gitlab.
Read our notification for details.

all ":-b -

L& CloudGen Access oW ‘
@ Update iOS version S
Access denied Sea howto update her

You're not allowed to access Mattermost. Enter Server URL @ Correcirossateenwon
Read our notification for details. See howto update he

https://chat.acme.local

Connect
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3

Secuyure access

USEIS

Maintain security with
continuous assessment of user
and device identity and
security posture.

Manage global policies such as
disk encryption and device
screen lock and automatically
block access for compromised
devices.

Improve productivity and
remove friction with simple,
self-service remediation steps
for blocked users.

-Nforce polic
and empowe

SN

r

I g O po

e

L4 yourcompany.access.com

Access > Policies > DevOps team

Device Settings

Attributes

oooo

Settings

Role-based access control
RBAC is enabled and denies access to all users and groups
Platforms: Android, iOS, Linux, macOS, Windows

Enable screen lock
Require users to set a screen lock on their devices for additional security
Platforms: Android, iOS, macOS | Access App:2v0.11.10

Enable firewall
Require users to enable and configure a firewall on their devices for additional security
Platforms: macOS | Access App:=v0.23.0

Block jailbroken devices
Enable to prevent compromised devices from gaining access to resources
Platforms: Android, iOS | Access App: 2v0.20.46540

Enforce disk encryption
Require users to set disk encryption for additional security
Platforms: Android, iOS, macOS | Access App: 2v0.23.0

Require Access App updates
Require users to update the Access App to the latest version
Platforms: Android, iOS, Linux, macOS, Windows | Access App: 2v0.20.44888

Require OS updates
Require users to update their device operating system (OS) to the latest version
Platforms: Android, iOS, macOS, Windows | Access App: 2v0.23.0

Enforce re-authentication

Status

25
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3
Secuyure access

System of recoro
forappanc
WOrkload access

Streamline audit and
compliance reporting.

Track and observe users and
devices accessing your
on-premises apps.

Get useful insights into
endpoint telemetry, define
access policies, continuously
monitor device security
posture, and more.

ee e
* e
LU

I g @O [o

£

Activity

(4 yourcompany.access.com

Records 879

Q

What

g & o ¢ T & &

v &

b g & @

kafka-connect.dev.acme.com

Kubectl access granted to Kubernetes API US-Oregon
SSH access granted to SSH App Dev

Access App updated from version 2.2 to 2.3
iOS updated from version 12.3t0 12.4
elasticsearch.acme.local

SSH access granted to Web Prod
chat.acme.local

RDP access granted to Windows Bastion Host
Access App enabled

redis.stg.acme.local

Security checks have passed with warnings

gitlab.acme.local

Who

Aryn Jacobssen
Mara Silverstone
Shirline Dungey
Gabriel Pires
You

Angela Longoria
Angela Longoria
Gabriel Pires
Gabriel Pires
Gabriel Pires
Angela Longoria
Gabriel Pires

Aryn Jacobssen

27

When

8/9/201.:;-16:;7-:28 AM

5minago
5minago
5minago
20 min ago
25 min ago
25 min ago
1hago
1hago
1hago

1 dayago

1 dayago

1 dayago



28 Five steps to secure devices and improve productivity

4
Protect from
cyoerattacks

Protect from phishing,
malware, ransomware,
credential theft, compromised
Wi-Fi networks, and various
other cyber threats.

0.
mprove your
oroductivity

Block intrusive ads and
privacy-evading trackers and
enjoy an interrupted online
experience.

Quickly and easily access
company resources without
the usual VPN delay and focus
on your work.
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Anincreasingly
ccentralized worlo
sariving digita
transtormation and
challenging the
status quo.
Sarracuda
CloudGen Access
S the new standaro
for Zero Irust
secure access.

Barracuda CloudGen Access Barracuda CloudGen Access
helps organizations mitigate eliminates security risks

risks while adapting to the new associated with traditional
nature of work and IT, VPN access, while protecting
powering their journey to the user identities from account
Zero Trust Architecture. takeover attacks.

Ourinnovative approach is
driven by patented technology
that enables secure, reliable
and fast access to any
on-premises, cloud or hybrid
app or workload.
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Secure devices and
improve productivity
with Barracuda
CloudGen Access

More information

on how Barracuda
CloudGen Access
implements Zero Trust to
enhance security and
productivity.

Learn more on Barracuda
CloudGen Access
documentation.
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